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The main goal of this research is to propose a realistic benchmark dataset to enable the
development and evaluation of loMT security solutions. To accomplish this, 18 attacks were
executed against an IoMT testbed composed of 40 IoMT devices (25 real devices and 15
simulated devices), considering the plurality of protocols used in healthcare (e.g., Wi-Fi, MQTT,
and Bluetooth). These attacks are categorized into five classes: DDoS, DoS, Recon, MQTT, and
spoofing. This effort aims to establish a baseline complementary to the state-of-the-art
contributions and supports researchers in investigating and developing new solutions to make
healthcare systems more secure using different mechanisms (e.g., machine learning - ML).
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Header Length | 20062.4717 | 282363304 | 0 | 217 | 108 | 19421 | 9896704
64.6369088 | 785306556 | 0 | 64 | 64 | 64 | 255 |
| Srate | 15744.4805 | 400085463 | 0 | 6.42273084 | 133.141869 | 19759.2022

rst flag number | 003951838 (043929047 0 | 0 | 0 | 0 | 1
ack flag number | 0.09566387 (026214153 | 0 | 0 | 0 | 0 | 1 |
cwr fiag number | 192E-06 000087966 0 | 0 | 0 | 0 | 02
 cyncount | 02038792 (060364144 0 | 0 | 0 | 0 | 107
 rstcount | G587I2672 (498281211 0 | 0 | 0 | 0 | 95765
~ HTTPS [ 000559028 (006034021 0 | 0 | 0 | 0 | 1
~ Telnct | 125B.05 (000089169 0 | 0 | 0 | 0 | o0l
~ SSH | 261B05 000271903 0 | o0 | o | 0 | 1
~TCP  |oausnioz osoers| 0 | o0 | o0 | 1 | 1
~ DHCP | 320806 00008659 0 | 0 | 0 | 0 | 06
"~ ICMP [oarsisds [o4ddossti] 0 | 0 | o0 | 099 | 1
~ IPv (0999239 [oowos8s| 0 | 1 | 1 | 1 | 1
 Totsum | 6301138 | 0916091 | 42 | 44l | 52 | 567 | 23467 |
T Max | 72332073 | 133609047 | 42 | 437 | 50 | 54 | 1514
Std [ 606053694 [ 38057569 0 | 0 | 0 | 0 | 721587
" Covariance | 257054475 107588155 | 0 | 0 | 0 | 0 | 52043787

141.527342 | 21.6618865




